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Overview 
A strong connection between the system that generates and 
manages your software licensing and entitlements and your 
back-office systems is a vital part of any successful licensing 
solution and can provide invaluable insight about your 
customers. 

Without connecting these systems, tedious, manual work is 
necessary to associate customers, orders, and fulfillment 
information with their respective license entitlements. The 
Sentinel EMS Back-Office Integration Service allows you to 
reduce the time and effort required to associate CRM, ERP 
and other back-office system information with your software 
entitlement information.

Sentinel EMS Back-Office Integration Service 
Gemalto offers a comprehensive back-office integration 
service to assist with the design and integration of Sentinel 
EMS functionality with your existing back office systems. 
This service provides a professional assessment of your 
organization’s specific requirements, viewed from a 
software licensing & entitlements perspective, plus detailed 
recommendations for implementing an integration plan 
that incorporates Sentinel EMS into your existing business 
systems and processes. Gemalto Professional Services will 
implement and integrate connectors that interface with the 
EMS Server and your back-office systems in a manner that 
best meets your business requirements. Sentinel EMS was 
strategically designed with back office integration in mind. 

Benefits of Back-Office Integration 
Integrating Sentinel EMS with your back-office systems can 
deliver significant benefits. Back-office integration allows 
you to achieve greater efficiency in processes, particularly 
those that operate across the overall product lifecycle. It 
enables increased visibility for multiple functions within your 
organization, ensuring that less information “falls through 
the cracks.” Integration also enables you to better respond to 
customer requirements and requests for support.

However, not all organizations are the same. Each has its own 
processes and procedures throughout the product life cycle 
that have evolved with the organization in response to specific 
needs. The range of possibilities is extensive and may include 
integration with order systems to facilitate order entry and 
fulfillment, ERP systems to simplify order management and 
logistics, and CRM systems to improve account management, 
tracking, and technical support.  

Common Back-Office Systems Integration Scenarios

Sentinel EMS to CRM Integration 

The primary reason for integrating Sentinel EMS with your 
CRM is to associate software entitlements and activations 
with your CRM contacts. The ability to access the most up-
to-date license data as account assets within the CRM brings 
value to multiple functions within your company:

>	 Marketing: Track product adaptation and licenses usage  
	 across customers to plan and launch marketing  
	 campaigns.

>	 Sales: Plan and launch up selling campaigns based on  
	 customer install base.

>	 Customer Care: Access updated customer license  
	 entitlement data and consumption status directly from  
	 SFDC.

For Gemalto Sentinel EMS users who wish to grow their software business, Sentinel EMS Back-
Office Integration is a professional service that helps reduce operational expenses and improve 
profitability. Unlike manual license fulfillment, which is costly, time-consuming, error-prone, 
and restrictive on sales models and channels, the Sentinel Back-Office Integration Service binds 
software licensing with disparate operational systems to streamline and automate key business and 
licensing workflows, improve business visibility, and ultimately, drive business growth. 

Benefits

>	 Facilitate and automate: license order entry, management and  
	 fulfillment in ERP/ CRM systems.

>	 Ensure data integrity: across back-office and entitlement  
	 management systems.

>	 Improve: account management, tracking, customer service  
	 and support

>	 Sell more: know exactly which customer licenses are used and  
	 which are about to expire, allowing for automatic renewal and  
	 up-sell opportunities 

>	 Plan ahead: enable your sales and marketing teams to plan,  
	 launch, and execute sales campaigns to your existing customer  
	 base 

>	 Adapt: empower your marketing team to track sold products  
	 and license usage across your installed base – allowing  for  
	 improved up-sell campaigns 

>	 Gain greater business visibility: a centralized information  
	 database enables improved data collection and analysis  
	 capabilities for better visibility and customer management 

>	 Empower customer service: grant your customer support  
	 teams access to the most updated data on customer license  
	 entitlement and consumption status directly from your CRM. 

>	 Reduce costs: by avoiding tedious manual work.
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The diagram below illustrates how Sentinel EMS integrates with one of the industry’s most popular on-demand CRM 
applications, Salesforce.com. The synchronization between Salesforce.com and Sentinel can be automated according to 
parameters you can configure.

Entitlements & Activations as Assets in CRM

License & Entitlement Reporting 
Capability in CRM

Admin Configuration Panel

EMS SFDC Connector

EMS Database

EMS Server

SOAP

Replication
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Sentinel EMS to ERP Integration

The primary reason for integrating Sentinel EMS with an ERP 
system is to leverage existing ERP workflows and extend 
them to include entitlement information from Sentinel EMS. 
Integration provides automatic synchronization of customers, 
contacts, and product definitions between Sentinel EMS and 
your ERP – making it virtually seamless to generate licensing 
entitlements from within your ERP system.

Once integrated, the ERP system has an instant interface to 
Sentinel EMS workflows, including the ability to:

>	 Create a new customer: a firm that orders entitlements

>	 Create a new contact: a contact point (name and e-mail 
	 address) that belongs to the customer. This is where the  
	 new license entitlement will be sent. 

>	 Create a new product: a material(product) that has a  
	 license to be generated as part of an entitlement

>	 Generate a new entitlement: This function allows the  
	 customer contact to generate a license. Each entitlement  
	 can include one or more products to be delivered to the  
	 contact. The entitlement ID generated by EMS is returned  
	 to the ERP and can be stored with the customer/contact  
	 technical data in the ERP (or CRM) system.

The diagrams below illustrate how Sentinel EMS integrates 
with two of the industry’s leading ERP systems, SAP and 
Oracle.

Existing SAP Server

RFC Listener Service

Sentinel EMS Server

RFC REST
Web Service

Sentinel EMS Database

Gemalto Cloud Server
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Webservice
server
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feedback
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SOAP Packet Request
(one for each interface)

Oracle 11i db

Axis2 based
Webservice
Client

Oracle DB
Connection Pool

Java classes
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Sentinel EMS integration with Oracle

Sentinel EMS integration with SAP
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How We Work
We recognize that meeting milestones and ensuring a 
successful deployment is critical. Therefore, we assemble 
a Gemalto Professional Services team that specializes in 
integration planning and deployment. We also assign a 
dedicated project manager to oversee the entire integration 
project and keep it on schedule. Your Gemalto project 
manager will:

>	 Act as the single point of contact while providing end-to- 
	 end direct project management

>	 Work with you to define the project scope, goals, and  
	 deliverables based upon your business objectives

>	 Communicate expectations to all project team members

>	 Monitor and report on project status, using a project  
	 tracking document, to keep all parties apprised of where  
	 the project stands at any point in time

>	 Recommend and document best practices for deployment  
	 and integration of Sentinel EMS with your existing business  
	 systems

>	 Escalate problems or concerns if necessary

Requirements
Prior to engaging in a Gemalto integration project, we ask that 
you:

1.	Assemble a cross-functional team with representatives  
	 from the various functional areas of your business that are  
	 essential to conducting the needs assessment and  
	 integration planning. You must have a licensing plan, which  
	 details how your software products are to be licensed. If  
	 you wish to contract Gemalto Professional Services to  
	 create a licensing plan for you, please consult your Gemalto  
	 sales person.

2.	Assign a Project Manager to act as a single point of contact  
	 for all issues related to the integration and be responsible  
	 for: 

	 >	 Management direction required to meet project  
		  deliverables. 

	 >	 Ensuring availability of information and resources  
		  needed by the Gemalto consultant to complete his/her  
		  assignments. 

3.	Determine the desired business benefits your organization  
	 would like to achieve by connecting EMS with other  
	 systems.

4.	Determine the various use cases in which entitlements will  
	 integrate with your back office systems.

Expert Software Licensing Consultants and 
Implementation Professionals
Gemalto’s Software Licensing Professional Services 
Organization features the industry’s most sought after 
software licensing system design, implementation, 
optimization, and management experts. Gemalto team of 
Software Licensing Professional have been trusted by the 
world’s largest software and technology vendors to define, 
design, and deliver some of the industry’s most sophisticated 
licensing Ecosystems. 

Each of Gemalto’s Software Licensing Professionals bring 
an unparalleled amount of experience designing, launching, 
and managing some of the industry’s most complex licensing 
systems that manage millions of installed software seats 
including enterprise-level development tools from IBM 
Rational and Telelogic as well as CAD/CAM solutions from 
PTC. 

Gemalto’s Software Licensing Professionals fully understand 
the need to focus on integrating your licensing solution into 
your business processes in a way that serves the myriad 
of organization needs across your enterprise. Gemalto 
specializes in designing overall licensing solutions and 
sustainable programs. 

The team of software and project management professionals 
is dedicated to tailoring Gemalto’s licensing and entitlement 
management solutions to fit into the business processes 
and back office systems unique to each organization. They 
are experienced with providing solution to ISV’s operating in 
various market segments and around the world, and have 
delivered a wide range of customized technical solutions 
using a variety operating systems, development platforms, 
and interface protocols. Gemalto is proud to guide software 
and technology vendors through the entire life of their 
licensing project.  

Find out more
Contact your Gemalto Sales Representative to request a no 
obligation, phone consult and find out how integrating EMS 
with your back-office systems can help drive revenue for your 
business. 

Find Out More

Request a no obligation, 15-minute phone consult to see 
if our Back-Office Integration Service is right for you.
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Contact Us: For all office locations and contact information, please visit www.safenet-inc.com
Follow Us: licensinglive.com

GEMALTO.COM

Complementary Service Offerings

Salesforce.com Connector Sentinel EMS
The Salesforce.com Connector for Sentinel EMS is a powerful 
add-on that provides software publishers with an instant link 
between their existing Salesforce.com CRM and the Sentinel 
EMS system. 

SAP Connector Sentinel EMS
The SAP Connector for Sentinel EMS is a powerful add-on 
that provides software publishers with an instant link between 
their existing SAP ERP system and Sentinel EMS.

Implementation TuneUp
Intended for users of any commercially-available or 
homegrown licensing system, this service is designed to 
ensure you are taking advantage of all that your licensing 
system has to offer as your business goals and software 
products evolve. This service includes an assessment 
of your existing implementation as it relates to every 
level of the product lifecycle and a comprehensive set of 
recommendations for how to improve your implementation to 
save time, reduce costs, enhance the customer experience, or 
improve security. 

For more information on Gemalto’s complete 
portfolio of Software Monetization Solutions for 
installed, embedded, and cloud applications  
please visit www.safenet-inc.com/sentinel.

About Gemalto’s Sentinel Software Monetization 
Solutions
Gemalto, through its acquisition of SafeNet, is the market-
leading provider of software licensing and entitlement 
management solutions for on-premises, embedded and 
cloud-based software vendors. Gemalto’s Sentinel is the most 
trusted brand in the software industry for secure, flexible, and 
future-proof software monetization solutions.

Join the Conversation

>	 Facebook 
www.facebook.com/licensinglive

>	 LinkedIn   
bit.ly/LinkedInLicensingLive

>	 Twitter   
twitter.com/LicensingLive

>	 Google+   
plus.google.com/u/2/106533196287944993975/posts

>	 Sentinel Video Cloud 
sentinelvideos.safenet-inc.com/

>	 Blog 
http://www.licensinglive.com/

>	 Sentinel Customer Community 
sentinelcustomer.safenet-inc.com

http://www.safenet-inc.com
http://licensinglive.com
http://www.gemalto.com
http://www.safenet-inc.com/sentinel
http://www.facebook.com/licensinglive
https://www.linkedin.com/groups?home=&gid=2878111
https://twitter.com/licensinglive
http://plus.google.com/u/2/106533196287944993975/posts
http://sentinelvideos.safenet-inc.com/
http://www.licensinglive.com/
http://sentinelcustomer.safenet-inc.com

